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| sudo puppet agent --configprint ssldir

HEssL HXa, ¥ FoAICHE IR T/EH %, #iff cert key fl private key A AFKIHF .



mkdir -p /opt/activemqg/ssl

cd /opt/activemq/ssl/

cp /var/lib/puppet/ssl/certs/ca.pem .

cp /var/lib/puppet/ssl/certs/<name>.pem <name> cert.pem

cp /var/lib/puppet/ssl/private_keys/<name>.pem <name>_ private.pem

X B [fj<name>>~ puppet certname
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keytool -import -alias "My CA" -file ca.pem -keystore truststore.jks

UsalON

keytool -list -keystore truststore.jks

openssl x509 -in ca.pem -fingerprint -md5
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destination #ij& keystore %,

cat <name> private.pem <name> cert.pem > temp.pem
openssl pkcsl2 -export -in temp.pem -out activemq.pl2 -name <name>

keytool -importkeystore -destkeystore keystore.jks -srckeystore activemqg.pl2 -
srcstoretype PKCS12 -alias <name>
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keytool -list -keystore keystore.jks

openssl x509 -in puppet.example.com_cert.pem -fingerprint -md5
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<sslContext>

<sslContext




keyStore="keystore.jks" keyStorePassword="secret"
trustStore="truststore.jks" trustStorePassword="secret"
/>

</sslContext>
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CA-verified TLS [JERKIA transportConnector FALE :

<transportConnectors>

<transportConnector name="stomp+ssl”
uri="stomp+ssl://0.0.0.0:61614?needClientAuth=true”/>

</transportConnectors>

#H 5 ActiveMQ

/etc/init.d/activemq restart

/ect/init.d/activemq status #H 5 /5ME, AHEE 5N )5 KK

IILEF, MCollective Servers fll Clients NWiZTCiEE#ES ActiveMQ, K NEATEKARE
WETh,

fid & MCOLLECTIVE SERVERS

XtF MCollective Deamon ] LLiE il %m%E server.cfg KA H B4 A 1) puppet IAIFIET

connector = activemq

# Optional:

# plugin.activemqg.base64 = yes

plugin.activemqg.pool.size = 1

plugin.activemqg.pool.1l.host = stomp.example.com #Stomp Server Name

61614

plugin.activemqg.pool.l.port
plugin.activemqg.pool.l.user = amq

plugin.activemqg.pool.1l.password = secret




plugin.activemqg.pool.l.ssl = true

plugin.activemqg.pool.l.ssl.ca = /var/lib/puppet/ssl/ca/ca_crt.pem

# AL/ /var/lib/puppet/ssl/certs/ca.pem

plugin.activemq.pool.1l.ssl.key = /var/lib/puppet/ssl/private_keys/<name>.pem

plugin.activemqg.pool.l.ssl.cert = /var/lib/puppet/ssl/certs/<name>.pem

TEE X B ffj<name>/E puppet certname , /" &AL E IFH.
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puppet agent --configprint hostprivkey #JGECUEHALEH
puppet agent --configprint hostcert #CA ZHiL1

puppet agent --configprint localcacert #CA
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/etc/init.d/mcollective restart

/etc/init.d/mcollective status #Z&EEHJLIK, B alREEshfE X RN
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mkdir -p /opt/mcollective/ssl

cd /opt/mcollective/ssl/

cp /var/lib/puppet/ssl/ca/ca_crt.pem .

cp /var/lib/puppet/ssl/private_keys/<name>.pem <name>_ private.pem
cp /var/lib/puppet/ssl/public_keys/<name>.pem <name>.pem

cp /var/lib/puppet/ssl/certs/<name>.pem <name> cert.pem

Bl E client.cfg KA HIXELE

connector = activemq
# Optional:

# plugin.activemg.base64 = yes




plugin.activemqg.pool.size = 1

plugin.activemq.pool.1.host

master.example.com

plugin.activemqg.pool.l.port = 61614

plugin.activemq.pool.1l.user

amq
plugin.activemqg.pool.1l.password = secret

plugin.activemqg.pool.1l.ssl = true

plugin.activemq.pool.1l.ssl.ca = /opt/mcollective/ssl/ca_crt.pem
plugin.activemqg.pool.1l.ssl.key = /opt/mcollective/ssl/<name>_private.pem

plugin.activemq.pool.1l.ssl.cert = /opt/mcollective/ssl/<name>.pem
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<plugins>
<simpleAuthenticationPlugin>
<users>

<authenticationUser username="mcollective" password="marionette"
groups="mcollective,everyone"/>

<authenticationUser username="admin" password="secret"
groups="mcollective,admins,everyone"/>

</users>
</simpleAuthenticationPlugin>
<!-- ... authorization goes below... -->

</plugins>
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<plugins>
<!-- ...authentication stuff... -->
<authorizationPlugin>
<map>
<authorizationMap>
<authorizationEntries>

<authorizationEntry queue=">" write="admins" read="admins"
admin="admins" />

<authorizationEntry topic=">" write="admins" read="admins"
admin="admins" />

<authorizationEntry topic="mcollective.>" write="mcollective"
read="mcollective" admin="mcollective" />

<authorizationEntry queue="mcollective.>" write="mcollective"
read="mcollective" admin="mcollective" />

<authorizationEntry topic="ActiveMQ.Advisory.>" read="everyone"
write="everyone" admin="everyone"/>

</authorizationEntries>
</authorizationMap>
</map>
</authorizationPlugin>

</plugins>
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<!-- ...authentication stuff... -->
<authorizationPlugin>
<map>
<authorizationMap>
<authorizationEntries>

<authorizationEntry queue=">" write="admins" read="admins"
admin="admins" />

<authorizationEntry topic=">" write="admins" read="admins"
admin="admins" />

<authorizationEntry queue="mcollective.>" write="admins"
read="admins" admin="admins" />

<authorizationEntry topic="mcollective.>" write="admins"
read="admins" admin="admins" />

<authorizationEntry queue="mcollective.nodes" read="mcollective"
admin="mcollective" />

<authorizationEntry queue="mcollective.reply.>" write="mcollective"
admin="mcollective" />

<authorizationEntry topic="mcollective.*.agent" read="mcollective"
admin="mcollective" />

<authorizationEntry topic="mcollective.registration.agent"
write="mcollective" read="mcollective" admin="mcollective" />

<authorizationEntry topic="ActiveMQ.Advisory.>" read="everyone"
write="everyone" admin="everyone"/>

</authorizationEntries>
</authorizationMap>
</map>
</authorizationPlugin>

</plugins>
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server.cfg H&/DH LR JLIT:

plugin.stomp.user = mcollective
plugin.stomp.password = pI1SkjRi

plugin.psk = aBieveenshedeineeceezaeheer

XTI RS B RCE T shell SRR

export STOMP_USER= mcollective
export STOMP_PASSWORD= pI1SkjRi
export STOMP_SERVER=stompl

export MCOLLECTIVE_PSK=aBieveenshedeineeceezaeheer
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<plugins>
<!-- ...authentication stuff... -->
<authorizationPlugin>
<map>
<authorizationMap>
<authorizationEntries>
<!-- "admins" group can do anything. -->

<authorizationEntry queue=">" write="admins" read="admins"
admin="admins" />




<authorizationEntry topic=">" write="admins" read="admins"
admin="admins" />

<%- @collectives.each do |collective| -%>

<authorizationEntry queue="<%= collective %>.>" write="admins, <%=
collective %>-admins" read="admins,<%= collective %>-admins" admin="admins, <%=
collective %>-admins" />

<authorizationEntry topic="<%= collective %>.>" write="admins, <%=
collective %>-admins" read="admins,<%= collective %>-admins" admin="admins, <%=
collective %>-admins" />

<authorizationEntry queue="<%= collective %>.nodes"
read="servers,<%= collective %>-servers" admin="servers,<%= collective %>-servers"

/>

<authorizationEntry queue="<%= collective %>.reply.>"
write="servers,<%= collective %>-servers" admin="servers,<%= collective %>-
servers" />

<authorizationEntry topic="<%= collective %>.*.agent"
read="servers,<%= collective %>-servers" admin="servers,<%= collective %>-servers"

/>

<authorizationEntry topic="<%= collective %>.registration.agent"
write="servers,<%= collective %>-servers" read="servers,<%= collective %>-servers'
admin="servers,<%= collective %>-servers" />

<%- end -%>

<authorizationEntry topic="ActiveMQ.Advisory.>" read="everyone"
write="everyone" admin="everyone"/>

</authorizationEntries>
</authorizationMap>
</map>
</authorizationPlugin>

</plugins>
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<dynamicallyIncludedDestinations>
<topic physicalName="mcollective.>" />
<queue physicalName="mcollective.>" />
<topic physicalName="uk_collective.>" />
<queue physicalName="uk_collective.>" />

</dynamicallyIncludedDestinations>
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<excludedDestinations>
<topic physicalName="uk collective.>" />
<queue physicalName="uk collective.>" />

</excludedDestinations>

EXFEN T, EREZH 0 broker 1) admin F PG uk_collective H T R dr 4. AL
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